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Stochastic System Theory 
n  System: any part of the world, natural or man-made, that we want 

to conceptually isolate to study.  
n  Inputs and outputs give its connections with the rest of the world 
n  e.g. structural, mechanical, chemical, electrical, biological, economic, 

and geophysical systems 

n  System Theory: goal is to provide a unified theoretical framework 
and computational tools to study systems 
n  Usually divided into: system modeling, system analysis, system 

identification, system design optimization (including control systems) 
n  Stochastic System Theory: goal is to quantify the effects of both 

input and modeling uncertainty using probability, leading to both 
prior (initial) and posterior (updated using system data) stochastic 
predictions of the system output and performance 
n  Use “stochastic” and “probabilistic” as synonymous. 
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n  Real World:  

 
 System 
 

Uncertain inputs 

Real World vs Model World 

(for system modeling 
uncertainty) 

(from uncertainty propagation) 

Uncertain outputs 

Stochastic 
System- 
Model 

Stochastic input 
 model 

Stochastic 
predicted output 

n  Model World:  

(for input uncertainty) 

J.L. Beck ETH 2015 



4 4 4 

Stochastic system analysis: Predicting 
system performance under uncertainty 
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Prior analysis: During stochastic design, 
use probability models to predict system 
performance, treating uncertainties in 
input, system modeling and output  
Posterior analysis: During operation, use 
sensor data to update these probability 
models and their performance predictions 
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Failure probability: A stochastic system 
performance measure for dynamic systems 
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§  Discretize time so                     and failure probability: 
MN

N N N N N N 1 NF F F

:N

P ( ) I ( ) ( ) ,  [ ( ),..., ( )]

F  | ( ) |  for some 1,...,M & 1,..., N Int[T/ t]+1{ }i n i

p Y dY Y p Y dY Y y t y t R

Y y t b i n

= = = ∈

= > = = = Δ
∫ ∫

T 0 

t ( 1) tn n= − Δ

M
1 M(t) [ (t),..., (t)]y y y R= ∈

J.L. Beck ETH 2015 



6 

Interpretation of probability 

n  The axioms of probability are well-established but after three 
centuries, there is still disagreement about the meaning of 
probability 

n  The interpretation of probability is important in applications to 
real systems and phenomenon – it governs: 
n  perceived domain of its applicability;  

 e.g. is the probability of a model meaningful? 

n  understanding of the results of uncertainty analysis; 
 e.g. what does the failure probability mean?  
 (Is it an inherent property of the system OR a property of what we know 
about the system and its future excitation?)  
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Two prevailing interpretations of 
probability: Frequentist & Bayesian 
Frequentist 

 Definition: Probability of an 
“inherently random”event is the 
relative frequency of occurrence 
of the event in the “long run”: 

1)  Probability distributions are 
inherent properties of “random” 
phenomena 

2)  Limited scope, e.g. no meaning for 
the probability of a model 

3)  “Inherent randomness” is assumed 
but cannot be proved 

4)  The definition is not an operational 
one -- it is impossible to establish 
directly a complex probability 
distribution by applying the 
definition 

   Bayesian 
 Definition: Probability is a 
measure of the plausibility of a 
statement conditional on 
specified information: 

1)  Probability distributions represent 
states of plausible knowledge about 
systems and phenomena, not 
inherent properties of them 

2)  Probability of a model is a measure 
of its plausibility relative to other 
models in a set 

3)  Pragmatically quantifies uncertainty 
due to missing information without 
any claim that this is due to 
nature’s “inherent randomness” 

4)  Need procedures for constructing 
initial probability distributions 
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Frequentist vs Bayesian 

 Philosophical question 
 Is uncertainty when predicting any phenomenon because of: 

(a) an inherent “randomness” property of the phenomenon  
 (described as aleatory/aleatoric uncertainty),  or  

(b) due to our limited capacity to collect or understand the relevant information 
(described as epistemic uncertainty due to missing information)? 

n  E.T. Jaynes’ answer (2003): (a) is an example of the Mind-Projection Fallacy:  
 Our models of reality are confused with reality,  

or its more specific application here: 
 Our uncertainty is projected onto nature as its inherent property 

 Is it “inherent randomness ” or does it just “look random”? 
       (a) Data-stream from a random number generator “looks random” but it 

is deterministic if the algorithm and initial condition (“seed”) are known; 
       (b) The outcome of coin tosses “looks random” but it is a deterministic 

mechanics problem if the initial conditions are known 
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Frequentist vs Bayesian 

n  Summary: 

 Frequentist assumes that there are inherently random events 
that are controlled by (unknown) probability distributions. 

 
 Bayesian focuses on quantifying uncertainty about propositions 
due to incomplete information using appropriate probability 
models. 

n  For further discussion: 

 D.S. Sivia & J. Skilling, 2005 [Chapter 1 of recommended text] 
 E.T. Jaynes 1984 [Link at Course Webpage] 
 T.J. Loredo 1990 [Link at Course Webpage: see Sections 1,2 ] 
 J.L. Beck  2014   [Link at Course Webpage: see Sections 1,2 ] 

 
 

  
 



n  James Clerk Maxwell (1850): 

 The true logic of this world is the calculus of probabilities, which 
takes account of the magnitude of the probability which is, or 
ought to be, in a reasonable man’s mind 

n  Pierre Simon Laplace (1814): 

 Probability theory is nothing but common sense reduced to 
calculation [Supplement to his Analytical Theory of Probabilities, 1812] 

Early quotes regarding probability theory 
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n  Extends binary Boolean logic to a multi-valued logic for 
quantification of plausible reasoning under incomplete information 

n  Boolean propositional logic deals with the special case of complete 
information where the truth or falsity of b is known from a;  
 i.e.            or            (not b), corresponding to P[b|a]=1 or 0 

Probability as a logic: Rigorous 
foundation  for Bayesian probability 

n    Seminal work on foundations by R.T. Cox:   
     “Probability, Frequency and Reasonable Expectation”, Amer. J. Physics 1946  
      The Algebra of Probable Inference, Johns Hopkins Press 1961 

n    Treatise on theory and applications by E.T. Jaynes:  
      Probability Theory – The Logic of Science, Cambridge U. Press 2003 

           [Link at Course Webpage has first three chapters] 

n  Key idea: Probability P[b|a] = measure of plausibility of 
statement  b based on the information in statement  a  

a b⇒ ~a b⇒
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Probability logic axioms 
n  By extending Boolean logic to incomplete information, R.T. Cox derived 

a minimal set of axioms for probability logic (1946, 1961): 
 For any statements a, b and c,  

P1: P[b|a] ≥ 0             [By convention] 
P2: P[~b|a] = 1 – P[b|a]           [Negation Function] 
P3: P[c&b|a] = P[c|b&a]P[b|a]           [Conjunction Function] 

n  These axioms and De Morgan’s Law of Logic imply Disjunction Function: 

    P[c or b|a] = P[c|a] + P[b|a] – P[c&b|a] 
 

n  They imply Kolmogorov’s statement of probability axioms (1933) for 
probability measure P(A), which has no built-in meaning in the axioms 
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Probability axioms 
n  Derivation of Kolmogorov’s Axioms for Finite Set 

Probability Measure:  
n  Let  x = variable whose value is uncertain within a set of 

possible values X 

n  For any subset A of X, let P(A) denote                  , where  
M is a proposition that specifies the probability model for x, 
i.e. quantifies how plausible each value of x is, then: 

 Theorem 
 Axioms of probability logic imply Kolmogorov’s axioms: 

 K1: P(A) ≥ 0 where A is any subset of X 

 K2: P(X) = 1 

 K3: P(A ∪ B) = P(A) + P(B)  Sum Rule 

 where A, B are any two disjoint subsets of X 

P[ | M]x A∈
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Probability axioms 
n  Derivation of Kolmogorov’s Axioms for Finite Set 

Probability Measure (Continued):  
n  From Axiom P3 (Conjunction Function):  

P[ | M] P[ & |M]x A B x A x B∈ ∩ = ∈ ∈
P[ | &M] P[ | M]x A x B x B= ∈ ∈ ∈

Introducing an abbreviated notation again:  

( ) ( | ) ( )P A B P A B P B∩ =

In Kolmogorov’s approach, this comes from the definition 
of conditional probability, whereas in probability logic, all 
probabilities are conditional from the outset 

Product Rule 
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Uncertainty quantification (UQ) 
using stochastic variables  

n  A stochastic variable x is a variable whose value in a set X  is 
uncertain and for which a probability model  f  is specified to 
describe the probability (i.e. plausibility) that x lies in any subset 
A of X  
n  For discrete variables: 

  
n  For continuous variables: 

n  Probability axioms allow propagation of the uncertainty of 
stochastic variables (stochastic vectors, stochastic functions), 
mostly just using the sum and product rules.  
n  Procedures for initial UQ (initial probability models) are available 
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