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ABSTRACT: An overview is presented of a complete Bayesian framework based on probability logic that treats system 

identification as developing a plausible set of stochastic input-output models of a dynamic system using its sensor data. The 

relative plausibility of each model in a parameterized set of system models is quantified by its posterior probability conditional 

on the data. Rather than estimating parameters to make system predictions based on a single model, Bayes’ Theorem is used to 

construct the posterior probability distribution over all models in the parameterized set. Then to perform predictive analyses that 

are robust to modeling uncertainty, the entire model set is used with the stochastic predictions of each model being weighted by 

its posterior probability in accordance with the Total Probability Theorem. Additional robustness to modeling uncertainty can be 

performed by using multiple candidate model sets to produce a combined hyper-robust prediction of the system’s response, 

where each model set contribution is weighted by its posterior probability. Computation of this posterior probability from 

Bayes’ Theorem over all candidate model sets automatically applies a quantitative Ockham’s razor that trades off a data-fit 

measure with a measure of information-theoretic complexity, which penalizes model sets that “over-fit” the data. The required 

calculations in Bayesian system identification usually involve high-dimensional integrals. Important computational tools for 

evaluating these integrals are Laplace's method of asymptotic approximation and Markov Chain Monte Carlo methods. 

KEY WORDS: Bayesian System Identification; Probability Logic; Robust Stochastic Predictions; Bayesian Ockham Razor.

1 INTRODUCTION 

System identification is the process of using experimental data 

to improve mathematical models of the behavior of a system 

such as a bridge or building subject to dynamic excitation 

caused by wind or earthquakes. The goals of such data-

informed modeling might include: providing a better 

understanding of the system’s behavior, allowing more 

accurate predictions of its future response to specified 

excitations, or to inferring its operational status by 

monitoring. A common approach to these goals is to choose a 

parameterized model of the system, either informed by 

theoretical information or by taking a general black-box 

mathematical model (e.g. ARMAX or neural network 

models), and then estimating any uncertain model parameters 

using sensor data. This parameter estimation can be 

questioned, however, because it is unrealistic to expect any 

model to be an exact representation of the system behavior 

and so one cannot expect true parameter values. Another 

difficulty is that for complex system models, often the 

estimation gives non-unique results (e.g. multiple least-

squares or maximum likelihood estimates). Furthermore, in 

order to make more robust predictions, one should explicitly 

treat the uncertain prediction error (the difference between the 

response of the real system and that of the system model), 

which will always exist because of the approximate nature of 

any system model.  

We give an overview of a Bayesian probabilistic framework 

for system identification that addresses these issues. Rather 

than finding a point estimate of a model parameter vector, 

sensor data is used in Bayes’ Theorem to construct the 

posterior probability distribution for this parameter vector 

which quantifies the relative plausibility of each of its possible 

values. By this procedure, we can learn about plausible 

models for representing the system’s behavior because each 

parameter value specifies a possible model for the system. 

2 PROBABILITY LOGIC 

A brief overview of probability logic is given because it 

provides a rigorous foundation for the Bayesian approach. In 

probability logic, the probability axioms give a multi-valued 

conditional logic for quantitative plausible reasoning that 

extends binary Boolean propositional logic to the case of 

incomplete information (Cox 1946 & 1961, Jaynes 2003). The 

probability P[b|c] is interpreted as the degree of plausibility of 

the proposition (statement) b based on the information in the 

proposition c, where c is only conditionally asserted. This 

interpretation is consistent with the Bayesian perspective that 

probability represents a degree of belief in a proposition. 

Boolean logic is then a special case where complete inform-

ation is specified in a proposition c that gives the truth or 

falsity of b, that is, P[b|c]=1 or P[b|c]=0, respectively. 

For a propositional calculus for plausible reasoning 

involving probabilities, we need to evaluate the following 

probabilities in terms of more basic ones: P[~b|c], P[a & b|c] 

and P[a or b|c], which correspond, respectively, to the degree 

of plausibility based on c that b is not true, that both a and b 

are true, and that either a or b (or both) are true. For this 

purpose, Cox (1946) postulated that universal negation, 

conjunction and disjunction functions exist but not their 

explicit mathematical form. He then used the axioms of 

Boolean logic to derive the form of these universal functions. 

The calculus for treating uncertainty due to incomplete 
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information is therefore determined by the axioms for 

complete information to within an inconsequential smooth 

invertible mapping of the unit interval (Jaynes 2003). 

Cox’s results can be stated as a minimal set of axioms for 

probability logic. For any propositions a, b, c that are not self-

contradictory:   

(i)   P[b|c] ≥ 0  

(ii)  P[~b|c] = 1− P[b|c] 

(iii) P[a&b|c] = P[a|b&c]P[b|c] 

where (ii) gives the negation function and (iii) gives the 

conjunction function (“product rule”). Using the last two 

axioms and De Morgan’s Law from Boolean logic, we get:  

P[a or b|c] = P[a|c] + P[b|c]P[a & b|c] 

which gives the disjunction function (“sum rule”). These three 

axioms also imply P[b|c] [0,1] and the Marginalization, 

Total Probability and Bayes’ Theorems (Beck 2008). 

The axioms for a probability measure P(A) on subsets A of a 

finite set X, as stated by Kolmogorov (1950) and commonly 

given in textbooks on probability theory, can be derived as a 

special case of the probability logic axioms (Beck 2008). 

Kolmogorov states the axioms for unconditional probabilities 

and then defines conditional probability in terms of 

unconditional probabilities. In probability logic, however, all 

probabilities in the axioms are inherently conditional and so 

the corresponding result is not a definition but an axiom (the 

conjunction function). Furthermore, if X denotes the set of 

possible values for an uncertain-valued variable x, then for 

any subset A of X, P(A) is interpreted as P[xA|π] where π 
denotes the proposition that states xX and specifies a 

probability model f(x) quantifying the relative plausibility of 

each value of x in X. We then call x a stochastic variable as 

opposed to calling it a random variable because the latter is an 

inappropriate name in most applications of Bayesian 

probability where there is no randomness, just our uncertainty. 

Even technically, they are different. A random variable is 

defined as a measurable function on a sample space, the set of 

all possible outcomes of a “random” experiment, whereas a 

stochastic variable is any variable whose value is uncertain 

and a probability distribution is specified over its set of 

possible values to give the relative plausibility of each value. 

If x is a continuous variable and so takes on values in an 

uncountably infinite set X (e.g. the real numbers ), then the 

probability model f(x) defined by a proposition π will be a 

PDF (probability density function) that is Lebesgue integrable 

and which gives P[xA|π]=
A f(x)dx for appropriate subsets 

A of X. The axioms of probability can be extended to PDFs 

but one must be careful in using conditional PDFs since 

conditioning on a continuous variable requires an infinite 

amount of information to be specified and so it should be 

approached as a limit of finite information cases. This is 

source of some difficulties, such as the Borel-Kolmogorov 

paradox (Jaynes 2003). 

The probability logic axioms therefore provide a calculus 

for handling stochastic variables whose values are uncertain 

because of missing information. The axioms apply to 

quantifying the uncertainty not only in variables that 

correspond to physical quantities but also the uncertainty in 

models and model parameters. This allows robust stochastic 

predictions that account for modeling uncertainty. This is in 

contrast to the relative frequency interpretation of probability 

in Kolmogorov’s axioms which is restricted to “random” 

physical variables.  

In probability logic, probability distributions for stochastic 

variables are viewed as chosen models representing our 

uncertainty about the values of these variables and not as 

properties of nature’s “inherently random” events; indeed, the 

vague concept of inherent randomness, whose existence is 

often postulated and widely believed but cannot be proved, is 

not needed at all. Jaynes (1990) notes that the belief that 

probability distributions are real is an example of the Mind-

Projection Fallacy: models of reality are confused with 

reality. The pragmatic treatment of uncertainty in predictions 

is that it is due to missing information because of our limited 

capacity to collect or understand the relevant information, 

rather than to postulate the existence of inherent randomness. 

Regardless of one’s philosophical stance on this issue, all 

users applying probability to real systems and phenomena 

must start by choosing probability distributions as models, 

whether they are viewed as an approximation to a real 

property of, or as a quantification of our uncertainty about, a 

system or phenomenon. All the subsequent derivations and 

results are therefore conditional on the assumed initial 

probability distributions. In probability logic, a principled 

choice of these probability models can be made by applying 

Jaynes’ Principle of Maximum Information Entropy (see 

Section 3.2). 

Remark 2.1: The frequentist definition of probability as the 

relative frequency of occurrence of an “inherently random” 

event in the “long run” is not an operational one for 

establishing probability models because: (i) it involves a 

limiting process in “random” trials that is not a 

mathematically rigorous limit (one cannot express a rule for 

the n
th

 term in the “random” sequence and so it cannot be 

proved to converge); (ii) the amount of effort and time that 

would be needed to gather the necessary relative frequencies 

in trials for establishing distributions for multi-dimensional 

continuous variables is prohibitive; and (iii) although nobody 

can specify precisely what the conditions are, it assumes that 

the same underlying conditions apply from trial to trial to 

control the “randomness”, meaning there is an invisible hand 

that ensures that the long run relative frequency remains the 

same while making each outcome of a trial random.  

Remark 2.2: The motivation for the frequentist inter-

pretation of probability is the law of large numbers: if θ is the 

probability assigned to an event A occurring in a trial, and fn is 

the relative frequency that A occurs over n independent trials, 

then for all ε>0, P[|fn – θ| > ε] → 0 as n→∞, i.e. fn converges 

in probability to θ. But this result needs a prior definition of 

probability and so it cannot be used to define probability. 

Remark 2.3: There is a connection between probability and 

frequency in Bayesian probability: take a binomial probability 

model for predicting whether an event occurs or not, then the 

most probable value a posteriori of the model parameter θ that 

gives the probability of this event occurring is equal to its 

relative frequency in any finite number of trials, when all 

values of θ are equally plausible a priori. The full posterior 

distribution for θ is a beta distribution over [0,1] (Box & Tiao 

1973). 
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3 BAYESIAN SYSTEM IDENTIFICATION 

Consider the problem of predicting the output y(t) to some 

input u(t) of a real dynamic system over some finite time 

interval, using a computational model of the system. The 

model predicts the output at discrete times based on a time 

interval Δt that is chosen sufficiently small to capture the 

important dynamics of the system. Use un = u(nΔt) IN
 and 

yn = y(nΔt) ON
 to denote the real system input and output at 

time tn = nΔt, respectively, and use u0:n  = [u0
T
 u1

T
…un

T
]

T
 and 

y1:n  = [y1
T
 y2

T
…yn

T
]

T
 denote the discrete-time histories of the 

system input and output up to time tn. 

Remark 3.1: If the input is not specified or measured, a 

stochastic input model can be employed to quantify the 

uncertainty due to the missing input, as done in Section 4.3. 

3.1 Stochastic system model class 

As already noted, in modeling the I/O (input-output) behavior 

of a real system, one cannot expect any chosen deterministic 

model to make perfect predictions and the prediction errors of 

any such model will be uncertain. This motivates the 

introduction of a stochastic system model class M that consists 

of the following fundamental probability models to describe 

the uncertain I/O behavior of the system (Beck 2010): a set of 

stochastic I/O models valid for any n   {p(y1:n|u0:n,θ,M): 
pN

θ } (also called stochastic forward models) along 

with a prior probability model p(θ|M) that expresses the initial 

relative plausibility of each stochastic I/O model corres-

ponding to each value of the parameter vector θ. 

The model class is the fundamental modeling concept of the 

Bayesian framework; all the theory is simply an application of 

the probability axioms to a model class, or a set of them, for a 

dynamic system. All stochastic predictions for the system are 

therefore conditional on the chosen model class, which is why 

the conditioning on M is explicit in the notation. 

Remark 3.2: We use p(.) for a PDF of a variable but P[.] for 

a probability of a statement. 

Remark 3.3: The fundamental probability models defining 

the model class M are viewed as representing a state of 

plausible knowledge about the system conditional on the 

available incomplete information and not as inherent 

properties of the system. 

Remark 3.4: Superficially, the prior probability model is a 

probability distribution over the possible values of the model 

parameter θ but at a deeper level, it is a probability 

distribution over the set of possible stochastic I/O models 

since each value of θ defines a model in this set. 

3.2 Stochastic embedding of deterministic models 

Suppose that a parameterized continuous-time deterministic 

model has been chosen to represent the dynamic I/O behavior 

of the real system and θ PN
  is used to denote the vector of 

NP uncertain-valued parameters. Converting the continuous-

time dynamic model to discrete time by using some time-

stepping algorithm (e.g. a Runge-Kutta method for a system 

of ordinary differential equations with time step Δt), we can 

express the system output as: 

0:( , ) ,   n n n n n   y q u θ v                      (1) 

where we have introduced vn, the output prediction error, to 

account for the difference between the model output qn  and 

the real system output yn. Since the sequence of output 

prediction errors {vn} is inevitably uncertain, we derive a 

parameterized probability model for it by using the Principle 

of Maximum Information Entropy (Jaynes 1983): select the 

probability model that produces the most uncertainty (largest 

Shannon entropy) subject to parameterized constraints that we 

wish to impose; the selection of any other probability model 

would lead to an unjustified reduction in the amount of 

prediction uncertainty.  

The maximum-entropy probability model is conservative in 

the sense that it gives the greatest uncertainty in the 

prediction-error time history, and hence in the system-output 

time history, conditional on what one is willing to assert about 

the system. This is a very principled way of choosing a 

stochastic I/O model for a dynamic system in order to cover 

missing information about the system’s behavior. The whole 

procedure of starting with a parameterized deterministic 

dynamic model and deriving a stochastic model for the system 

I/O behavior is called stochastic embedding (Beck 2010). 

A simple choice for the joint probability model for a finite 

discrete-time history {vn} is produced by choosing the 

following two constraints during entropy maximization: (i) 

zero prediction-error mean at each time (we assume that, a 

priori, we do not expect the model to produce responses with 

a constant mean offset; if we did, we could add an uncertain 

bias to qn and include it in the model parameter vector); and 

(ii) a parameterized prediction-error variance or covariance 

matrix at each time. The maximum entropy PDF for the 

prediction error time history {vn} is then discrete-time zero-

mean Gaussian white noise. Therefore, using (1), the 

stochastic I/O model for the system output yn
ON

  at 

discrete time tn that is specified by the parameter vector θ is a 

Gaussian PDF with mean equal to the model output 

qn(u0:n,θ) ON
 and with a parameterized covariance matrix 

Rn(θ) O ON N
  where θ now contains all model parameters: 

0: 0:( | , , ) ( ( , ), ( ))n n n n np y u θ q u θ R θM N                 (2) 

1

/2 1/2

1 1
exp ( ) ( )

2(2 ) | |o

T

n n n n nN

n

 
    

 
y q R y q

R
 

The fundamental probability model describing the 

stochastic I/O relation for the model class M is then the PDF 

for the system output history y1:N over N discrete times for 

specified input history u0:N and model parameter vector θ: 

1: 0: 0:

1

( | , , ) ( | , , )
N

N N n n

n

p p


y u θ y u θM M                 (3) 

The stochastic independence (information independence) 

exhibited here comes from the fact that no joint moments in 

time are imposed as constraints during the entropy 

maximization for {vn}. It asserts that if the prediction errors at 

certain discrete times are given, this does not influence the 

plausibility of the prediction-error values at other times. In 

addition, if there is no reason a priori to expect that the model 

output qn(u0:n,θ) will be more accurate at one degree of 

freedom compared with another, or at one time compared with 

another, then the prediction-error covariance matrix can be 

chosen as isotropic and constant: Rn(θ) = σe
2 

INo involving a 
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single uncertain parameter, the prediction-error variance σe
2
. 

This assumes that all components of qn correspond to similar 

physical quantities; otherwise, for heterogeneous data fusion, 

a diagonal but non-isotropic Rn(θ) is appropriate. 

Stochastic embedding can also be applied to a deterministic 

state-space model of the dynamics of a system. We let xn = 

x(nΔt)
Ns denote the model state at time tn and vector x0:n = 

[x0
T
 x1

 T
…xn

 T
]

T
 denote the discrete-time history of the state. 

We then represent the dynamic system using a discrete-time 

state-space model involving parameterized state evolution and 

output equations:  

1 1( , , ) ,   

( , , ) ,   

n n n n n

n n n n n

n

n



 



  

  

x f x u θ w

y g x u θ v
                     (4) 

Here, in addition to the uncertain output prediction error vn, 

we have introduced an uncertain state prediction error wn, 

which accounts for the difference between what the state xn 

should really be at time tn if we knew xn-1, un-1 and θ, and the 

prediction of it given by fn. By again applying the Principle of 

Maximum Information Entropy, we can establish a probability 

model for the state prediction error time history {wn} as 

discrete-time zero-mean Gaussian white noise with a 

covariance matrix Qn(θ) S SN N
  at each time. The prediction 

error sequences {vn} and {wn} are modeled as stochastically 

independent, meaning that knowing any one of the vn or wn  

provides no information about any of the others. The 

parameter vector θ is extended to include the parameters 

specifying the structured covariance matrices Qn(θ) and Rn(θ), 

as well as the initial state vector xo if it is not known.  

The stochastic state space model in (4) then defines two 

Gaussian models describing the stochastic I/O relation for 

model class M via the state: 

1 1 1 1( | , , ) ( ( , , ), ( )),  n n n n n n np n 

    x x u θ f x u θ Q θN  

( | , , ) ( ( , , ), ( )),  n n n n n n np n  y x u θ g x u θ R θN      (5) 

Taking the product of each of these PDFs over n = 1, …, N, 

then leads to one probability model predicting the entire state 

vector discrete-time history x1:n up to time tn, conditional on 

the input history until that time, and another probability model 

predicting the system output discrete-time history y1:n up to 

time tn, conditional on both the state and input histories up to 

that time (Beck 2010). The integral over x1:n of the product of 

these two probability models gives the stochastic I/O model 

p(y1:n|u0:n,θ,M) for the model class. 

3.3 Bayesian updating for a given model class 

If sensor data DN = {
0: 1:

ˆ ˆ,N Nu z } are available where 
0:

ˆ
Nu  and 

1:
ˆ

Nz  are the measured input and system output, respectively, 

sampled at a time interval Δt (although it could be different to 

the time step in (1)), then a model can be developed to predict 

the measured system output zn at time tn = nΔt by using: 

zn = yn + en                                             (6) 

0:
ˆ( , )n n q u θ  + vn + en 

where en denotes the measurement error at time tn and (1) has 

been used (although the second equation in (4) would be used 

for a state-space model). A probability model can be chosen 

for the measurement errors {en} based on a separate study of 

the sensors, where {en} is taken independent of the prediction 

errors {vn}. This leads to a model for p(z1:N|u0:N,θ,M). If en is 

modeled as Gaussian with zero mean and covariance matrix 

En, then the PDF for zn is readily obtained from that of yn in 

Section 3.2 by replacing Rn in (3) or (5) by Rn + En. In many 

applications, en is negligible compared with vn and so it can be 

dropped and the difference between zn and yn ignored. 

The data DN can be used to update the relative plausibility 

of each stochastic I/O model p(y1:n|u0:n,θ,M), θ pN
 in 

the set defined by a model class M, by computing the 

posterior PDF p(θ|DN,M) from Bayes’ Theorem: 

p(θ|DN,M) = c
-1

 p(DN|θ,M) p(θ|M)                       (7) 

where c = p(DN|M) = ∫Θ p(DN|θ,M)p(θ|M)dθ is the normalizing 

constant (called the evidence or marginal likelihood for the 

model class M given by data DN), and p(DN|θ,M), as a 

function of θ, is the likelihood function which expresses the 

probability of getting data DN based on the PDF 

p(z1:N|u0:N,θ,M) for the measured system output. (The 

likelihood function should strictly be denoted by 

p(
1: 0:

ˆ ˆ|N Nz u ,θ,M) but the notation used in (7) is common).  

Remark 3.5: Notice that y1:N denotes the predicted output 

time history of the actual system, whereas z1:N denotes the 

predicted output time history from the sensors that are 

measuring the system output history. Also, 
1:

ˆ
Nz in DN is the 

actual value of the output history z1:N from the sensors and so 

is not a stochastic variable. A similar distinction can be made 

between the input u0:N and the measured input 
0:

ˆ
Nu . 

Remark 3.6: Bayes’ Theorem and Bayesian analysis are 

named after the Reverend Thomas Bayes whose one paper on 

the subject (Bayes 1764) was published posthumously after 

the manuscript was found and submitted by his friend Richard 

Price. Laplace (1774) independently published the theorem 

for the case of uniform priors (as also assumed by Bayes) and 

continued to publish on inverse probability theory and its 

applications for many years, especially to astronomical data, 

culminating in his treatise on this topic (Laplace 1812). 

4 ROBUST PREDICTIVE ANALYSIS USING A MODEL CLASS 

A model class can be used to perform both prior (initial) and 

posterior (updated using system sensor data) robust predictive 

analyses based purely on the probability axioms 

(Papadimitriou et al. 2001, Beck and Taflanidis 2013). Prior 

robust analyses are of importance in the design of systems 

whereas posterior robust analyses can be used to improve 

predictive modeling of already operating systems, so they 

form an important part of Bayesian system identification. 

For a selected model class M, the prediction of the response 

time history y1:n for a specified input time history u0:n is given 

by the prior or posterior robust predictive PDF based on the 

Total Probability Theorem: 

1: 0: 1: 0:( | , ) ( | , , ) ( | )n n n np p p d y u y u θ θ θM M M        (8) 

1: 0: N 1: 0: N( | , , ) ( | , , ) ( | , )n n n np p p d y u D y u θ θ D θM M M  (9) 

where the posterior p(θ|DN,M) can be computed from Bayes’ 

Theorem in (7). Notice that (8) and (9) give weighted 

averages of the stochastic prediction p(y1:n|u0:n,θ,M) for each 
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model specified by pN
θ  in model class M where the 

weight is given by the prior and posterior probability, 

p(θ|M)dθ and p(θ|DN,M)dθ, respectively. 

The robust predictive models in (8) and (9) require the 

evaluation of multi-dimensional integrals over the parameter 

space that cannot usually be evaluated analytically, nor 

evaluated numerically in a straightforward way if the number 

of parameters is not very small. Nevertheless, the prior robust 

integral in (8) can usually be readily evaluated by standard 

Monte Carlo simulation where samples are drawn from an 

appropriately selected prior PDF p(θ|M). In contrast, 

evaluation of the posterior robust integral in (9) is much more 

challenging because (i) evaluation of the normalizing constant 

c in Bayes’ Theorem (7) requires a challenging high-

dimensional integration over the model parameter space; and 

(ii) the high probability content region of p(θ|DN,M) occupies 

a much smaller volume in the parameter space than that of the 

prior PDF and this region may be quite contorted because of 

the correlations between the model parameters that are 

induced by the data DN. Two useful methods to approximate 

these integrals are given next. 

4.1 Laplace’s method of asymptotic approximation 

Laplace’s method can be used to approximate the posterior 

robust integral in (9) (e.g. Beck & Katafygiotis 1991, 1998, 

Papadimitrou et al. 2001, Katafygiotis & Lam 2002, Yuen 

2010). The basic idea is to express the integrand as the 

exponential of its logarithm and expand this logarithm in a 

Taylor series about its global maximizing point(s) where the 

integrand will have sharp peaks. This method requires a non-

convex optimization to find these global maximizing points in 

what is usually a high-dimensional parameter space; this is 

computationally challenging, especially when the model class 

is not globally identifiable and so there may be multiple 

global maximizing points. 

The importance of Laplace’s asymptotic approximation is 

that it provides a justification for the common practice of 

parameter estimation where just one optimal I/O model in the 

model class is selected, provided the model class is globally 

identifiable (there is a unique maximum likelihood estimate 

based on the data) and the amount of data is not too small. 

Applied to the integral in (9), it gives: 

1: 0: N 1: 0:
ˆ( | , , ) ( | , , )n n n np py u D y u θM M  

where θ̂  is either the MLE (maximum likelihood estimate) or 

MAP (maximum a posteriori estimate) for the model class that 

maximize p(DN|θ,M)) or p(θ|DN,M)), respectively. 

Remark 4.1: Laplace’s method can also be used to 

approximate the prior robust integral in (8) (e.g. 

Papadimitriou et al. 1997). In this case, there will not be sharp 

peaks in the integrand so the accuracy will not be as good as 

in the posterior case with a large amount of data N. 

4.2 Markov Chain Monte Carlo simulation methods  

A powerful approach for approximating the posterior robust 

integral in (9) is to use MCMC (Markov Chain Monte Carlo) 

methods (Liu 2004, Robert & Casella 2004), such as multi-

level Metropolis-Hastings algorithms with tempering or 

annealing (e.g. Beck & Au 2002, Ching & Chen 2007, Beck 

& Zuev 2013), Gibbs sampler (e.g. Ching et al. 2006), and 

Hybrid Monte Carlo (or Hamiltonian Markov Chain) 

simulation (e.g. Cheung & Beck 2009). An MCMC method is 

used to draw samples from the posterior PDF p(θ|DN,M), say 

θ
(k)

, k = 1,2,...,K, and the integral in (9) is approximated by: 

K
( )

1: 0: N 1: 0:

1

1
( | , , ) ( | , , )

K

k

n n n n

k

p p


 y u D y u θM M    (10) 

4.3 Robust analysis of system performance 

Usually in assessing a structure’s design, the response time 

history y1:n is not directly used but instead a system 

performance measure is selected that, because of the 

modeling uncertainty, is expressed as the prior or posterior 

expected value of some performance function g(y1:n): 

1: 0: 1: 1: 0: 1:

K
( )

1:

1

E[ ( ) | , ] ( ) ( | , )

1
                          ( )

K

n n n n n n

k

n

k

p d











g y u g y y u y

g y

M M

    (11) 

1: 0: N 1: 1: 0: N 1:

K
( )

1:

1

E[ ( ) | , , ] ( ) ( | , , )

1
                                ( )

K

n n n n n n

k

n

k

p d
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where, as shown, the integrals are approximated by using 

standard MCS (Monte Carlo simulation) based on K samples 

drawn from either p(y1:n|u0:n,M) or p(y1:n|u0:n,DN,M). Substitu-

tion of (8) or (9) into (11) or (12), respectively, reveals that 

this sampling can be done by first drawing a sample θ
(k)

 from 

the prior or posterior PDF and then drawing a sample from 

p(y1:n|u0:n,θ
(k)

,M) or p(y1:n|u0:n,DN,θ
(k)

,M) for given input u0:n. 

Usually there is also uncertainty in the input u0:n (e.g.  

future wind or seismic excitation of the structure), which can 

be described by a stochastic model U that specifies a joint 

PDF p(u0:n|U) for the input discrete-time history u0:n. This 

uncertainty can be incorporated by evaluating the integral:  

1: N 1: 0: N 0: 0:E[ ( ) | , , ] E[ ( ) | , , ] ( | )n n n n np d g y D g y u D u uU M M U  

K
( )

1: 0: N

1

1
E[ ( | , , )]

K

k

n n

k

  g y ) u D M           (13) 

or its prior counterpart based on (11). Here, the integral over 

all inputs u0:n defined by U is approximated using standard 

MCS where the theoretical mean of E[g(y1:n)|u0:n,DN,M] with 

respect to p(u0:n|U) in (13) is approximated by its sample 

mean based on K samples drawn from p(u0:n|U). 

In practice, the prior or posterior approximations in this 

section can be done in a single MCS run where an input 

sample 
( )

0:

k

nu  is first drawn from p(u0:n|U), then a prior or 

posterior sample θ
(k)

 is drawn, and finally, an output sample 
( )

1:

k

ny  is drawn from p(y1:n|
( )

0:

k

nu ,θ
(k)

,M) or p(y1:n|
( )

0:

k

nu ,DN,θ
(k)

,M). 

An important special case is g(y1:n)=IF(y1:n), an indicator 

function that is equal to 1 if y1:nF and 0 otherwise, where F 

is a region in the response space that corresponds to 

unsatisfactory system performance, then (13) gives the 

posterior robust failure probability P(F|U,DN,M) (Papa-

dimitriou et al. 2001). If this failure probability is very small, 

a more computationally efficient algorithm than MCS should 
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be used, such as Subset Simulation based on MCMC simu-

lation (Au & Beck 2001, 2003, Zuev et al. 2012). 

5 ROBUST PREDICTIVE ANALYSIS USING MULTIPLE MODEL 

CLASSES 

Often the system modeler must choose among a set of 

competing candidate model classes because of the uncertainty 

in which model class best represents the dynamic behavior of 

a system. The probability logic axioms then lead naturally to 

prior and posterior hyper-robust predictive models that 

combine the predictions of all model classes in this set. These 

robust predictions are especially important when calculating 

failure probabilities because for reliable systems they tend to 

be very sensitive to the particular choice of model and this 

sensitivity is alleviated by considering the integrated robust or 

hyper-robust failure probabilities (e.g. Cheung & Beck 2010, 

Beck 2010). 

If M denotes the proposition that specifies a set of candidate 

model classes {Mj: j=1,2, …,NM} that is being considered for 

a system, together with a prior probability distribution over 

this set, then the stochastic prediction of the system response 

y1:n corresponding to input u0:n is given by the prior or 

posterior hyper-robust predictive PDFs based on M and the 

Total Probability Theorem: 

1: 0: 1: 0:

1

( | , ) ( | , )P( | )
MN

n n n n j j

j

p p


y u y uM MM M     (14) 

1: 0: N 1: 0: N N

1

( | , , ) ( | , , )P( | , )
MN

n n n n j j

j

p p


y u D y u D DM MM M   (15) 

where the prior and posterior robust predictive PDFs for each 

model class Mj in (8) and (9) are weighted, respectively, by 

the chosen prior P(Mj |M) (taken as 1/NM if the model classes 

are considered equally plausible a priori) and the posterior 

computed from Bayes’ Theorem at the model class level: 

 

N

N

N

( )P( | )
P( , )

( | )

j j

j

p

p


D
D

D

|M M
M |

M
M

M
               (16) 

Here p(DN|Mj) is the evidence for Mj provided by the data DN, 

which is given by the Total Probability Theorem as: 

N N( ) ( ) ( | )j j j j j jp p p d D D θ θ θ|M | ,M M        (17) 

Remark 5.1: The posterior probability of model class Mj in 

(16) is a measure based on data DN of its plausibility relative 

to the others in the chosen set of candidate model classes 

specified by M. If we wish to have these posterior 

probabilities sum to one, then we assume that only one of the 

model classes is valid but which one is uncertain. 

5.1 Calculation of the data-based evidence for a model class 

Computation of the multi-dimensional integral in (17) for the 

evidence is nontrivial. Laplace’s method can be used when the 

model class is globally identifiable based on the available data 

DN (e.g. Beck & Yuen 2004, Beck 2010) to get: 

N( )jp D |M                                                                  (18) 

/2 -1/2

N
ˆ ˆ ˆ( ) ( | )(2 ) det( ( ))jN

j j j j jp p  D θ θ H θ| ,M M  

where Nj is the number of model parameters (the dimension of 

the parameter space for θj) for the model class Mj and H(θj) is 

the negative of the Hessian matrix of either ln p(DN|θj,Mj) or 

[ln p(DN|θj,Mj) + ln p(θj|Mj)], depending on whether the 

parameter estimate ˆ
jθ  used in (18) is the unique MLE that 

maximizes p(DN|θj,Mj) or the MAP estimate that globally 

maximizes the posterior PDF. 

When the chosen class of models is unidentifiable based on 

the data DN so that there are multiple MLEs, only stochastic 

simulation methods are practical to calculate the model class 

evidence, such as the TMCMC method (Ching & Chen 2007) 

or the stationarity method in Cheung & Beck (2010).  

5.2 Bayesian Ockham Razor 

William of Ockham, an English monk and philosopher, 

writing in the 14
th

 century, stated the philosophy: “Pluralitas 

non est ponenda sine necessitate” (translated as “entities 

should not be multiplied unnecessarily”). This philosophy, 

later called Ockham’s razor (or Occam’s razor using his name 

in Latin), has been interpreted in the context of system 

identification as a simpler model should be preferred over a 

more complex model if it leads to comparable agreement with 

the data. Until recently, however, it was not completely clear 

how to quantify the complexity of a model, although it was 

appreciated some time ago that a comparison of the posterior 

probability of each model class automatically implements a 

quantitative version of Ockham’s razor (Gull 1988, Jefferys & 

Berger 1992, Mackay 1992).  

Two earlier attempts for this purpose are AIC (Akaike 

1974) and BIC (Schwarz 1978) which trade-off a data-fit 

measure with a measure of “complexity” proportional to the 

number of parameters: 

N N
ˆAIC( ) ln ( )j j j jp N D D θM | | ,M

1
N N 2

ˆBIC( ) ln ( ) lnj j j jp N N D D θM | | ,M  

where θ̂ is the MLE and N is the number of data-points in the 

system sensor data DN (model classes with a larger AIC or 

BIC are to be preferred because of the scaling chosen here). 

Using these simplified criteria for model assessment requires 

caution, however, because their penalty term for model class 

complexity depends only on the number of uncertain 

parameters Nj, while the correct penalty term, which can be 

deduced by taking the logarithm of the large-N asymptotic 

approximation of the evidence in (18), can differ greatly for 

two model classes with the same number of uncertain 

parameters (Muto & Beck 2008).  

Rather than using AIC and BIC to assess globally 

identifiable model classes, it is much better to approximate the 

evidence by using (18); for example, Saito and Beck (2010) 

use this approximation to determine the data-based most 

probable order of ARX models for the seismic response of a 

high-rise building in Tokyo where AIC did not give a 

maximum over the model order. 

A recent interesting information-theoretic result (Muto & 

Beck 2008, Beck 2010) shows that the evidence for Mj 

explicitly builds in a trade-off between a data-fit measure of 

the model class and an information-theoretic measure of its 

complexity which quantifies the amount of information the 
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model class extracts from the data DN. The result is based on 

using (7) in the expression for the log evidence in (17): 

       ln p(DN | M j)  
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where the expectations are taken with respect to the posterior 

p(θj|DN,Mj). The first term is the posterior mean of the log 

likelihood function, which is a measure of the average data-fit 

of the model class Mj, and the second term is the Kullback-

Leibler information, or relative entropy of the posterior 

relative to the prior, which is a measure of the information 

gain about Mj
 
from the data DN and is always non-negative. 

This information-theoretic result was first given by Beck and 

Yuen (2004) for the case of globally identifiable models and 

then extended to the general case by Ching et al. (2005) using 

the derivation in (19) where the model may be unidentifiable. 

If the selection of a model class is based purely on the data-

fit term in (19), which for Gaussian prediction errors is often 

well approximated by the least-squares error between the 

model output and corresponding system data, then more 

complex models will be preferred over simpler models. This, 

however, often leads to over-fitting of the data and the 

subsequent response predictions may then be unreliable since 

they depend too much on the details of the specific data used 

for the model updating.  

The importance of (19) is that it shows rigorously, without 

introducing ad-hoc concepts, that the log evidence for Mj, 

which controls the posterior probability of this model class 

according to (16), explicitly builds in a trade-off between the 

data-fit of the model class and its information-theoretic 

complexity (the amount of information the model class takes 

from the data DN). Bayesian updating at the model class level 

therefore has a built-in penalty against models that are more 

complex in this sense; this gives a deeper understanding of 

why the Bayesian Ockham razor has a built-in mechanism 

against the well-known problem of data over-fitting that 

occurs when a model is judged based only on its data-fit using 

the maximum likelihood estimates of the model parameters. 

6 CONCLUSIONS 

A powerful Bayesian probabilistic framework is available for 

treating modeling uncertainty, along with input uncertainty, 

when using dynamic models to predict structural response 

during design or operation of a structure. This framework is a 

principled one that is based solely on the probability axioms 

and Jaynes’ Principle of Maximum Information Entropy, 

which is used to construct the initial probability models. A 

key concept is a stochastic system model class which defines 

the fundamental probability models that allow both prior and 

posterior robust stochastic structural analyses to be performed. 

Such a model class can be constructed by stochastic 

embedding of any deterministic model of the structure’s 

input-output behavior. The approach is a pragmatic one that 

allows plausible reasoning about structural behavior based on 

incomplete information, without invoking the concept of 

inherent randomness 

The prior and posterior robust predictions of structural 

response not only incorporate parametric uncertainty 

(uncertainty about which model in a proposed set should be 

used to represent the structure’s input-output behavior) but 

also non-parametric uncertainty due to the existence of 

prediction errors because of the approximate nature of any 

structural model.  

Robust predictive analysis involves integrals that usually 

cannot be evaluated in a straight-forward way. Useful 

computational tools are Laplace's method of asymptotic 

approximation and various MCMC algorithms. Recent 

applications of MCMC methods for Bayesian system 

identification in structural dynamics include calculating 

posterior robust reliabilities (Beck & Au 2002), Bayesian 

updating of linear structural models using identified modal 

parameters (Ching et al. 2006, Goller et al. 2012), and 

Bayesian updating and model class assessment of various 

structural dynamics models: unidentifiable hysteretic models 

(Muto & Beck 2008), models with many uncertain parameters 

(Cheung & Beck 2009), linear state-space dynamic models 

(Beck 2010), and models of the vertical dynamics of an 

automobile on a rough road (Beck & Taflanidis 2013).  
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